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Swine Flu – is this the calm before the storm?  That was the question raised by a leading expert in Pandemics speaking at a Reliance Security Services conference in Leeds today.

David Hutcheson, Managing Director of Perth-based Business Continuity specialists, Glen Abbot was keen to dispel many of the myths surrounding the recent H1N1 Influenza outbreak.

David stated that Pandemic Flu is currently the number one risk on the UK Government Risk Register and went on to discuss the other outbreaks of normal inter-pandemic period of thirty nine and forty two years.  It is forty one years since last pandemic, known as ‘Hong Kong flu’ which caused over one million deaths in 1968.  The ‘Asian flu’ outbreak in 1957-8 caused another one million deaths worldwide.

This current flu outbreak is very similar to the Spanish flu outbreak of 1918 but not as virulent although young people have been hit particularly hard as they were ninety one years ago.  Spanish flu was quickly spread by soldiers who contracted the virus then travelled back to their homelands and spread the virus amongst their population.

The appearance of swine flu was not a surprise.  It was known that pigs were likely to be the source of any potential pandemic as they are able to host viruses that affect humans and birds. 
Around 12,000 people die of seasonal flu every year in the UK and between 35,000 and 50,000 in the US.

In David’s view, this particular strain of flu will be back in October and future waves could be more severe; future waves could last as long as 15 weeks.  A vaccination to the virus will take around six months to formulate while Tamiflu and Relenza will only reduce the affects of the virus to between 2-3 days and should be taken within 48 hours of the first symptoms of influenza. David stated that chicken and pork are still very safe to eat as all signs of the virus will disappear once the product is cooked at over 160 degrees.    

Pandemics tend to last between one and two years; David is convinced that the WHO level rise to 5 was unjustifiable at this stage.   

In terms of what businesses can do the key actions, as defined by the UK Government are:

· Identify critical activities that must be maintained and, by implication, what work could be deferred 

· Identify the resources needed to deliver these, particularly staff 

· Consider both the number of staff and which specialist skills, knowledge or authority are required 

· Make available the information required by those staff who might be required to deputise for others 

· Put in place arrangements so changes in work priorities can be implemented and resources realigned, in order to maintain critical activities 

· Put in place arrangements to maintain good communications with staff, customers and suppliers.

Businesses should regularly read the information posted on Government websites for the most accurate and up to date information.  
HR policies will need to be reviewed and clear guidelines need to be in place for managers.  For instance, can your staff work from home?  Do check that your IT systems can support this.  Facilities Management policies can also be updated.  Face to face meetings should be kept to a bare minimum, and plenty of wipes and extra cleaning of hard surfaces will also need to be considered.  

Employees may be made responsible for cleaning their work area and meeting rooms once they’ve been vacated.  Specialist cleaning materials are not required, any standard cleaner will suffice.  

David explained that face masks were of little or no use.  Fitted facemasks only offer 4 hours worth of protection so an average employee would need to be given 10 masks per week and if a pandemic wave lasts 15 weeks this may become unsustainable.  

Supply Chains are a great risk during a pandemic and smaller companies are less likely to have pandemic plans in place.  It is important that businesses contact critical suppliers and asses whether they are prepared and contact alternative suppliers.

Communication to employees and suppliers should be accurate, consistent and timely and showing you are in control is key to ensuring confidence in your services during a challenging period.  David was keen to relay the message that companies need to avoid mixed or late messages, ignore myths, rumours and scare stories.

How safe are your employees? 
Mark Jenner, Head of Training at Maybo, a specialist consultancy in workplace affairs, told delegates that much of the aggression experienced at work could be at worst minimised and at best prevented through adopting a progressive approach to violence risk reduction and training.

Based on the World Health Organisation (WHO)’s own assessment model, Mr Jenner defined the “complexities of workplace violence” into three segments. The “primary” area was where employers can act to take steps to prevent and/or reduce the frequency of workplace violence by addressing root causes of conflict such as poor service or working practices.

The best method for tackling workplace violence is to undertake a thorough risk assessment for every job role performed, identifying the risks associated with the tasks performed and the potential for conflict. Mr Jenner said that many employers and employees naturally assumed that those most at risk were lone workers away from the office, but attention must be also be paid to those lone working inside as well as out.

Thus recognising and addressing the primary areas was a vital step towards reducing employee exposure to risk. However, Mr Jenner said the difficulties involved owed as much to the attitude of the workforce as to the actions of others. For example, requiring lone workers such as sales personnel to report their whereabouts on a regular basis could be interpreted as intrusive management by some staff who view their time out of the office as something they should have priority in managing. These were issues that needed handling sensitively and with senior management responsibility.  The next stage for organisations to recognise was “secondary” and involved staff taking action to prevent any escalation of conflict to aggression and physical violence. For example, Mr Jenner suggested the introduction of training techniques for calming situations through effective interpersonal skills.

The final WHO stage is termed “tertiary” and involves an emergency response to a situation that may involve calling for the police and in some settings use of physical intervention. “For this level of involvement,” Mr Fox said, “training is vital for both the safety of the employee and anyone else involved in an altercation.”

Is your business protected against fraud during recession?

Isaac Mirza from JMW Solicitors (Manchester) and Rob Parry from Tenon, Accountants, discussed whether economic uncertainty increased opportunities for fraud. 

After posing the question, Isaac then admitted that this depended on who you asked, for example, members of the audience, professors, public, politicians or the police.  In addition the question depended on the type of crime in question. These include:  low level – antisocial crime, Acquisitive Crime, Violent Crime, Classic Business Crime – crimes targeted at commercial enterprises and Financial Crime

Examples of the latter include: Ponzi schemes – Bernard Madoff, mortgage fraud, land/securities fraud and computer fraud/hi tech crime.

During a recession, they said certain factors came into play.  These include greed “as always” said Mr Parry, lifestyle maintenance, job preservation (performance fraud) and desperation. Financial Crime/Fraud appears to increase, but this can be down to a number of features unique to a recession. 
They also argued that recession could also reduce fraud opportunities because of closer financial control and not the “fat” to hide a problem.  
Employees may rationalise their behaviour in committing fraud:

· I’m not having a pay rise/bonus

· The boss isn’t having to cut back

· They’ll be sacking me soon anyway

· We’re going bust and I want my share before it’s too late

· Nobody will miss it

So what can you do? They advise the following strategies. Motivation – loyalty, fair rewards and simply talk to your employees to create a positive culture in the workplace. Opportunity – management control, segregation of duties, physical security and evasion – whistle blowing lines and management control.

They concluded with some tips on what should you do if you uncover a crime:

1. Preserve the Evidence

2. Make Notes – Where, Why, What, Who, When.

3. Consider calling Police – depends on type of crime.

4. Report matter to your line manager, unless they are implicated!
5. Make a report to HR

6. Seek legal advice 

7. Consider most appropriate action - Reporting matter to Police or Civil Recovery 
The value of security

Ken Livingstone of Perpetuity Group, a business security consultancy, then posed the question: what value should be put on a business’s security?

“In particular,” he said, “security should be perceived as adding value to business processes rather than as offering mere protection against loss.” Indeed, “security is a key aspect of all organisational processes. Modern security management should see security as integral to all organisational activities not as a separate function on the edge.”  The importance of senior management “buying in” to these concepts was also crucial to the success of a business’s security policy, he said. 

The fundamental starting point for a security strategy is to demonstrate that it is aligned with organisational aims. There are two aspects here. Firstly, to demonstrate how the security strategy supports and contributes to organisational priorities. Secondly, to show how security addresses risks which have the capacity to prevent achievement of those priorities. 

However, it works both ways, he asserted. While organisations need to recognise the value of security, security professionals need to acquire business acumen, especially at the highest levels. “It is important to ‘speak the language’ of business,” Mr Livingstone said.

He advised that security managers should look to:

· Develop a clear security strategy

· Adopt a management approach to security

· Identify with core organisational aims

· Utilise metrics

· Employ project management strategies

· Establish monitoring and evaluation frameworks
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